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UNITED STATES v. KAI-LO HSU AN EXAMINATION
OF THE CONFIDENTIALITY PROVISION
IN THE ECONOMIC ESPIONAGE ACT:
IS IT SUITABLE TO MAINTAIN
THE USE AND EFFECTIVENESS
OF THE EEA?
I. INTRODUCTION
As the Cold War fades further away, the United States still struggles

to tame the economic espionage that is invading our technological
industries.! The end ofthe Cold War led foreign intelligence operatives, who

were often allies of the United States, to devote their resources to stealing
technologies from U.S. corporations.2
It is estimated that United States corporations lose up to $260 billion
per year, and approximately six million workers lose their jobs due to the
effects of economic espionage While these numbers are astounding, it may

be even more remarkable to note that economic espionage only became a
federal criminal offense with the enactment of the Economic Espionage Act
(EEA or Act),4 in 1996.'
The EEA is a vehicle for the federal government to protect American
businesses from theft of their trade secrets by foreign or domestic avenues.6
As of October 1999, there have been just eleven criminal actions, yielding

'See Michael T. Clark, EconomicEspionage: The Role of the UnitedStates Intelligence
Community,3 J.INTLLEGALSTUD. 253,254 (1997). Louis J. Freeh, directorofthe Federal Bureau
of nvestigation, statedthateconomic espionage has been extremely active since the cessation ofthe
Cold War. At
2
Darren S. Tucker, The FederalGovernment's War on Economic Espionage,18 U. PA. J.
IDTV EoN. L. 1109, 1110 (1997). This intrusion can be attributed to intelligence resources that
were once used to secure military technologies, now becoming available. Id at 1114. As well as
intangible property becoming more common, employees having more access to and knowledge of
trade secrets, advances in communications have made it easier and inconceivably faster to obtain
and transfer information. Id
3Id at 1121.
4
See The Economic Espionage Act of 1996, 18 U.S.C. §§ 1831-1839 (Supp. 1999).
5
See James HA. Pooleyetal., UnderstandingtheEconomicEspionageActof1996,5 Tax.
INTELL. PRop. LJ. 177, 179 (1997).
"Joseph F. Savage, Jr., The New EconomicEspionageAct can be Risky Business, CRiM.
JUST., Fall 1997, at 13.
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six guilty pleas, brought under the EEA.7 Thus, many of the intricacies of

the Act have not had a chance to be worked through.' The Third Circuit,
however, has set a precedent regarding the discovery of documents that
contain trade secrets." The effect of its decision may have hindered the

EEA's use and effectiveness in thwarting economic espionage. 0

In United States v. Kai-Lo Hsu, the Third Circuit Court of Appeals
examined whether the defense of legal impossibility warranted the use of
exposing documents that contained trade secrets in violation of the EEA.

The court held that the charges of attempt and conspiracy to steal trade
secrets did not warrant the use of the legal impossibility defense, that
prevented the disclosure of the trade secrets." The court of appeals then

'See J. Derek Mason et al., The Economic Espionage Act: FederalProtectionfor
CorporateTradeSecrets, 16 CoMPurERLAw. 14, 18 (1999). The Federal Bureau of Investigation
reports to be investigating approximately 800 cases dealing with the EEA. Id See also VictoriaA.
Cundifl The EconomicEspionageAct and You, 2 PLFs Tm D ANN. INST. INTm.L. PRop.L. 13, 15
(1997). The small number of cases is possibly due to the arduous approval process that is required
to prosecute under the EEA. U.S. Attorney General, Janet Reno, in a letter to the Chairman ofthe
Senate Judiciary Committee, stated thatthe Justice Department requires any charge or use ofthe act
brought during the first five years must first be personally approved by either the Attorney General,
the Assistant Attorney General for the Criminal Division, or the Deputy Attorney General. Id.
'In the first prosecution under the EEA, the Federal Bureau of Investigation (FBI) arrested
Patrick Worthing, an employee of an American company PPG Industries Inc., who stole trade
secrets, valued at $20 million, from his employer and attempted to sell them to Owens-Coming, a
competitor of PPG. Worthing eventually plead guilty and was sentenced to 15 months imprisonment
for theft of trade secrets. Stan Crock, CorporateSpies Feel a Sting: The Feds GetSerious, But is
a New Law Tough Enough?,Bus. WK., July 14, 1997, at 77.
On September 4,1997, in an effortby a foreign company togain access to the trade secrets
ofAmerican based Avery-Dennison Corporation, the FBI arrested Pin Yen Yang and Hwei Cher
Yang, of a Taiwanese based enterprise, for attempting to steal trade secrets under the EEA, worth
more than $50 million, from Avery-Dennison. Their trial is still awaiting. Lorin L. Reismer,
CriminalProsecutionof Trade Secret Theft, N.Y. L.J., Mar. 30, 1998, at 8.
In January 1998, Stephen L. Davis plead guilty of attempting to steal trade secrets under
the EEA, that he obtained through working for a contractor of Gillette Company developing new
shaving designs. Davis was alleged to have distributed Gillette's trade secrets through faxes and
electronic mail. He is awaiting sentencing. See Gerald L Mossinghoffet al., The Economic
EspionageAct: A ProsecutionUpdate, 80 J. PAT. &TRADaAAK OFF. Soc'y 360,365-66 (1998).
Mayra Justin Trujillo-Cohen, a former employee ofDeloitte & Touche, was indicted for
two counts ofviolating the EEA. She allegedly attempted to sell software programs developed by
Deloitte & Touche that she had downloaded into her personal computer. She awaits further
procedure. Id at 366.
Carol Lee Campbell and Paul Edward Soucy, two fonner employees ofthe Gwinette Daily
Post and The Rockdale Citizen were charged with violations under the EEA for attempting to sell
subscription lists and marketing plans to the Atlanta Journal-Constitution. Both have plead not

guilty. Id
9

See United States v. Ka-Lo Hsu, 155 F.3d 189,198 (3d Cir. 1998); United States v. KaiLo Hsu, 185 F.R.D. 192, 198 (E.D. Pa. 1999).
"0See Mossinghoff et al., supra note 8, at 360.
"See Hsu, 155 F.3d at 204-05.
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remanded the case to the district court to rule on the additional issues that
were raised for the first time on appeal by the defendant and ordered the
court to conduct an in camerareview ofthe trade secret information.' Upon
remand, the district court determined that the trade secrets were not material
to the defenses of entrapment and outrageous government conduct; that brief
disclosure of trade secrets during the government sting operation does not
equate to a waiver of the defendanfs intellectual property rights in the trade
secret information; and that the trade secrets were not material to document
integrity and chain of custody questions."
This comment will first examine the events that have led to the
promulgation of the EEA. Part II compares the EEA with previous outlets
for prosecuting trade secret theft and explores the present conditions of the
Act Part HI analyzes the courts reasoning in the Hsu line of cases, which
combats an integral issue at the forefront of the EEA. Finally, Part IV
discusses what effect the courtfs ruling and the statute will have on American
businesses.
II.BACKGROUND

In an 1868 case involving trade secret litigation, the Massachusetts
Supreme Court stated: "It is the policy of the law, for the advantage of the
14
public, to encourage and protect invention and commercial enterprise.
The principle articulated by the justice was that "[i]f a man establishes a
business and makes it valuable by his skill and attention, the good will of
that business is recognized by the law as property."" s This case began the
evolution oftrade secret law, which has now been in existence for more than
a century.' 6

n2 d.at 205.
-Hsu, 185 F.R.D. at 202.
"Peabody v. Norfolk, 98 Mass. 452,457 (Mass. 1868).
IM This principle clearly had an impact on future trade secret law:.

If [a person] invents or discovers, and keeps secret, a process of manufacture,
whether a proper subject for a patent or not, he has not indeed an exclusive right
to it as against the public, or against those who in good faith acquire knowledge
ofit; but he has a property in it,which a court ofchancery wil protect against one
who in violation of contract and breach of confidence undertakes to apply it to his
own use, or to disclose it to third persons.

li at 458.
"See Robert G. Bone, A New Look at Trade Secret Law: Doctrine in Search of
Justification,86 CAL. L. REV. 243, 253 (1998).
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A. For Want of a Better Solution
Due to the recent emergence of information technologies, large gaps
in trade secret law needed to be filled."7 Companies failed to prosecute thefts
of trade secrets (despite their high value) due to fear of disclosing
confidential information at trial, loss of public trust and image, and the
inability ofprosecutors to deal with foreign espionage." Prior to the passage
of the EEA, there were also limited means of redress for companies that
faced theft of their trade secrets and attempted to prosecute. 9 Until the EEA
was passed, "no federal statute directly dealt with economic espionage or the
misappropriation of trade secrets and intellectual property."2 ° Federal
statutes like the Interstate Transportation of Stolen Property Act (ITSP),2 ' the
Mail Fraud?' and Wire Fraud' statutes, the Uniform Trade Secrets Act
(UTSA), 2 and various civil and criminal state laws proved inadequate in
combating the economic espionage problem. 2
B. The OutdatedFederalStatute
Despite its ineffectiveness, corporations primarily use the ITSP2 to
prosecute trade secret theft."

This statute was drafted in 1938, when

intangible information was not be transmitted at the high speed, nor carried
the value that it does today.' Thus, the legislature's intent, as well as the
legislation's design, does not lend itself to the prosecution of trade secrets.

'See Spencer Simon, The EconomicEspionageAct of1996,13 BERtKELEYTECH.LJ. 305,
305 (1998).
"8See Tucker, supra note 2, at 1132.
19
See i
"Id.
at 1134.
2118 U.S.C. § 2314 (1998).
"18 U.S.C. § 1341 (1998).
-18 U.S.C. § 1343 (1998).
24
UNw. TRADE SECRETS Acr § 1 (West Supp. 1997).
'See generally Cundiff, supranote 7, at 13-15 (explaining the deficiency in the various
legal statutes and state laws); Pooley et al., supra note 5, at 179-87 (analyzing the lack ofappropriate
means ofredress for economic espionage); and Simon, supranote 17, at 305-08 (describing the need
for new federal legislation to prosecute for theft of trade secrets).
"18 U.S.C. § 2314 (1998). The ITSP states in pertinent part:
Whoever transports, transmits, or transfers in interstate or foreign commerce any
goods, wares, merchandise, securities or money, of the value of $5,000 or more,
knowing the same to have been stolen, converted or taken by fraud;... [shall be
fined under this title or imprisoned not more than ten years, or both.
Id.
'See Simon, supra note 17, at 306; 18 U.S.C. § 2314 (1998).
'See Pooley et al., supra note 5, at 180.
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Rather the ITSP applies to "goods, wares, [or] merchandise," therefore
potentially limiting its applicability to theft of tangible property. 2 The Act
also places another limitation on stolen property - it must be worth more
than $5,0000 Finding a uniform system of valuing the worth of information

can pose a difficult task for the court.3 Courts have been divided on
whether to categorize the language in this statute as applying only to tangible

property or extending it to computer programs, e-mail etcetera.32

Consequently, the ITSP has not provided a reliable remedy for the
misappropriation of intellectual property.
C. Inadequacy of the Mail and Wire FraudStatutes

Other federal statutes that have been used to combat trade secret theft

are the Federal Wire Fraud33 and Mail Fraud statutes. 4 Both of these

statutes make it a criminal offense to use radio, wire, mail, or television to

wrongfully "obtain property."35 The courts have interpreted this statute to

apply to intangible property.3 6 The problem that arises with these statutes,

however, is that the theft of trade secrets is often not done through the means

the statute covers." An additional difficulty arises when a trade secret is
copied, because the owner actually continues to retain possession of it.
Consequently, it can be argued that the defendant did not actually "obtain"
the secret and, therefore, did not violate these statutes. 38 Thus, neither

statute has been an effective tool for countering the problem of economic
espionage.

"See Simon, supranote 17, at 307 (quoting 18 U.S.C. §§ 2314-2315). Courts have been
hesitant to stretch the applicability of this statute to use for intangible property. Id1
"'See 18 U.S.C. § 2314 (1998).
MSee Tucker, supra note 2, at 1137 (explaining that "courts have not espoused a uniform
approach to valuing trade secrets").
32CompareUnited States v. Brown, 925 F.2d 1301, 1307-08 (10th Cir. 1991) (finding that
only tangible property is covered under the ITSP) with United States v. Riggs, 739 F. Supp. 414,419
(N.D. Il. 1990) (concluding that the statute would not be limited to tangible property).
318 U.S.C. § 1343 (1998).
-18 U.S.C. § 1341 (1998).
3SSee Cundiff,supra note 7, at 22.
-See Tucker, supranote 2, at 1137-38.
371d at 1138.
"Cundiff, supranote 7, at 22-23.
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D. The "Uniform" Statute that ProvesInconsistent
Portions of the UTSA have been adopted by forty-four states and the
District of Columbia. 9 The UTSA "permits actions to enjoin and obtain
damages for actual and attempted misappropriation of trade secrets."' The
purpose of the UTSA was to codify common law and provide uniform civil
and criminal remedies among the states." The actions that evolve through
use of this statute can enable the trade secret owner to recover considerable
damages 2 To prosecute under the UTSA, however, the trade secret owner
must bear the costs of litigation, overcome possible jurisdictional problems,
and invest the time for involvement in the case 3 Notwithstanding the
purpose of the "Uniform" Trade Secrets Act, most states have enacted
diversified protections that underscore its goal." Differing laws among
states forces a remedy for trade secret misappropriation into "a choice of law
or contract interpretation question."4 Thus, the UTSA has failed to
accomplish its goals of uniformity in state law and protection of trade
secrets. 6
E. State Laws that Do Not Bind
Finally, there are state laws that attempt to protect the confidentiality
of trade secrets. Twenty-four states and the District of Columbia do not
include trade secret theft in their penal statutes.4 Only thirteen states have
statutes that specifically cover the theft of trade secrets." The remaining
states embody trade secret protection in various contexts including property
law, computer crime, and larceny 9 State laws, unfortunately, do not fill the
"'See idat 27. The UTSA narrowly defines a trade secret as "information, including a
formula, pattern, compilation, program, device, method, technique, or process." Simon, supranote

17, at 308.
'See Cundiff, supranote 7, at 27.
"See Simon, supranote 17, at 308.
"2See Cundiff, supra note 7, at 27.
43Id at 15-16.

'The EEA largely reflects the need for a systematic approach that the UTSA failed to
provide. See HR. RP. No. 104-788, at 7 (1996). The Senate committee found that "[o]nly by
adopting a national scheme to protect U.S. proprietary economic information can we hope to
maintain our industrial and economic edge and thus safeguard our national security." S.REP. No.
104-359,4 at 11 (1996).
Gerald J. Mossinghoffet al., The Economic Espionage Act: A New FederalRegime of
Trade Secret Protection,79 J. PAT. & TRADmARK OFF.Soc'Y 191, 196 (1997).
'See Simon, supranote 17, at 308.
'See Tucker, supra note 2, at 1134.
8Id.
"Id
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gaps that federal laws leave open.o State laws do not have strong remedies
to adequately compensate businesses that have had valuable intellectual
property stolen, and thus also fail to act as a deterrent to potential criminals.
Additionally, companies often choose not to act under state law because:
"(1) defendants are often judgment proof; (2) civil litigation can be
extremely expensive and there is no guarantee of success; and (3) private
individuals and companies often lack the investigative expertise and
resources necessary to prove that a defendant has misappropriated a trade
secret"l" Furthermore, ifa trade secret theft involves a foreign figure, states

do not have the resources, nor the jurisdictional authority to secure a
conviction.52
F. The Economic EspionageAct (EEA)
On October 11, 1996, President William Jefferson Clinton signed the
Economic Espionage Act (EEA)" into law.' The EEA arms American
businesses with a stalwart weapon to fight against the theft of their valuable
intellectual property.55 The Act addresses and provides a deterrent for both
domestic and foreign-sponsored economic espionage.56 The Senate found
that economic espionage needed to become a federal criminal offense due
to the domestic and international span of this crime, as well as the
implications this theft has on our nation.57
Priorto its enactment two major hearings were held in response to the
urgent need to prevent the furtherance of the economic espionage that was
affecting American businessesOs The Senate hearing clarified the two major
ideas supporting of the EEA:

"1See Pooley et al., supranote 5, at 186.
511d

'See Simon, supranote 17, at 308.

s18 U.S.C. §§ 1831-1839 (Supp. 1999).
T'homas M. Kerr, "TradeSecrets," i.e, ConfidentialBusinessInformation orBusiness

Intelligence,PITnSBURGH LEGAL ., Dec. 1997, at 27.

"Cindy Collins, TradeSecrets... The EconomicEspionageAct-FriendorFoe?,INsIDE
LrrG., Sept. 1997, at 14.
'See Pooley et al., supranote 5,at 179.
See S. REP.No. 104-359, at 6 (1996).

-See Mossinghoffet al, supra note 45,at 192. The lead witness in both of these hearings
was the director ofthe Federal Bureau of Investigation (FBI), Louis J.Freeh. Id In his testimony,
Freeh stated thatthe FBI was at that time investigating 23 countries thatwere conducting economic
espionage against the United States that covered the entire array ofhigh-technological industries in
the U.S. Id at 193.
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First, foreign governments, through a variety of means, are
actively involved in stealing critical technologies, data, and
information from U.S. companies or the U.S. Government for
the economic benefit of their own industrial sectors. Second,
federal laws then on the books-including the ITSP and the Mail
Fraud and Wire Fraud statutes-were of limited use in
prosecuting acts of economic espionage.5 9
The Congressional House Report additionally stated that patent and
copyright laws have traditionally been used to protect intellectual property.'
Companies are often faced with the decision of whether to patent their
formula or development, or to classify it as a trade secret. 61 Patents and
trademarks differ from trade secrets in that only trade secrets require
companies to actively keep their private information confidential.62 Trade
secret information is of utmost importance to businesses; it is the "keystone
to their economic competitiveness."' Companies spend millions of dollars
developing this information and a great deal of time and money keeping it
secret in anticipation of benefiting from their investment." Therefore, it is
important for corporations to consider both tools in deciding the best way to
protect their investments. When making this consideration, it is important
to keep in mind that unlike patent infringement, the misappropriation of
trade secrets has now become a federal criminal offense that in the long run,
provides more protection to owners.'
The enactment of the EEA will continue to develop the protection of
proprietary information by specifically addressing trade secrets. 6 The House
Report states that the existence and further evolution of proprietary
information is essential to our nation's economic status.67 Furthermore, the
economic concerns ofthe United States usher in national security interests.'
The legislature's intent is that the EEA create a very broad definition of how

"See Simon, supranote 17, at 309. The Senate Judiciary Committee found that present
state laws were not apt to adequately protect this subject matter. The Senate stated that "[e]ven if
a company does bring suit, the civil penalties often are absorbed by the offender as a cost of doing
business and the stolen information retained for continued use." S.REP.No. 104-359, at 6 (1996).
"See M.R. REP. No. 104-788, at 4 (1996).
6"Mimi C. Goller, IsA PadlockBetter Than A Patent? Trade Secrets vs. Patents,Wis.

LAW., May 1998, at 20.
6'See H.R. REP. No. 104-788, at 4 (1996).
Id
"See id

'See Goller, supranote 61, at 21.
"See H.RL REP. No. 104-788, at 4 (1996).
wId
611d.
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a trade secret is wrongfully copied or controlled."9 The statute defines a
"trade secret" as:
[A]ll forms and types of financial, business, scientific,
technical, economic, or engineering information, including
patterns, plans, compilations, program devices, formulas,
designs, prototypes, methods, techniques, processes,
procedures, programs, or codes, whether tangible or intangible,
and whether or how stored, compiled, or memorialized
physically,
electronically, graphically, photographically, or in
writing .... 70
Additionally, the statute requires that the owner of a trade secret: (1)
Have taken reasonable measures 7' to keep the information a secret and (2)
the information must have derived its actual or potential economic value
from it not being known to competitors or ascertainable to the public.72 The
requirement that a trade secret must not be known to the public nor the
business community where the trade secret is used is hidden in these
provisions. 3
The EEA criminalizes two forms of conduct. First, it is a criminal
offense under the EEA when a defendant intentionally or knowingly
attempts or conspires to commit economic espionage in order to benefit a
foreign government, entity, instrumentality, 74 or agent 5 In this instance, a
defendant does not have to intend to confer an actual economic benefit, only
that his actions would have benefited the foreign entity in some form or
fashion. 6 The legislative history suggests that this "benefit" can mean a
"reputational, strategic, or tactical benefit" and is not limited to a monetary

aId
at7. The house committee intended forthe language ofthis section to be read broadly
and not be limited to the illustrations that the statute mentions. 1d
7°18 U.S.C. § 1839(3) (Supp. 1999).
"This "reasonable measures" requirement is satisfied even if the owner did not use
exhaustive measures to keep the trade secret confidential. ILL REP. No. 104-788, at 7 (1996).
18 U.S.C. § 1839(3)(A)-(B) (Supp. 1999).
-See tIL REP. No. 104-788, at 7 (1996).
74
See 18 U.S.C. §§ 1831(a), 1832(a) (Supp. 1999). The statute defines a "foreign
instrumentality" as "any agency, bureau, ministry, component, institution, association, or any legal,
commercial, or business organization, corporation, firm, or entity that is substantially owned,

controlled, sponsored, commanded, managed, or dominated by a foreign government" 18 U.S.C.

§ 1839(1) (Supp. 1999).
IlThe statute defines a "foreign agent" as "any officer, employee, proxy, servant, delegate,
or representative of a foreign govemment" 18 U.S.C. § 1839(2) (Supp. 1999).
"6See -LR.REP.No. 104-788, at 11 (1996).
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benefit.' Second, a defendant is guilty under the EEA if he (1) intended to
steal a trade secret "to the economic benefit of anyone other than the owner
thereof,"' and (2) intended or knew that the offense would injure the owner
of the trade secret. 9 Thus, when the defendant does not act in order to
benefit a foreign entity, it is only necessary to prove that the defendant acted
with intent to bestow an economic benefit, as opposed to an abstract
benefit. 0
If a defendant is found guilty under these statutes, the penalties vary
according to his intent." If the intent was to benefit a foreign entity, the
defendant could receive a maximum fine of $500,000 and/or a maximum
imprisonment of fifteen years. 2 This penalty significantly increases to the
maximum of $10 million ifthe defendant is an organization.' On the other
hand, the penalties for misappropriating a trade secret to the benefit of
anyone other than a foreign entity carry a maximum prison sentence of no
more than ten years,' and if the defendant is an organization, a maximum
fine of $5 million."
In order to preserve the value, and hence confidentiality of trade
secrets,' Congress specifically included a relevant provision for trade secrets
in question.87 This provision requires that:
[i]n any prosecution or other proceeding... the court shall
enter such orders and take such other action as may be
necessary and appropriate to preserve the confidentiality of
trade secrets, consistent with the requirements of the Federal
Rules of Criminal and Civil Procedure, the Federal Rules of
Evidence, and all other applicable laws. An interlocutory
appeal by the United States shall lie from a decision or order
of a district court authorizing or directing the disclosure of any
trade secret. 8

7818 U.S.C. § 1832(a) (Supp. 1999). The statute defines "owner" as "the person or entity
in whom or inwhich rightful legal or equitable title to, or license in, the trade secre is reposed." 18

U.S.C. § 1839(4) (Supp. 1999).
wkd § 1832(a).
8See H.R. REP. No. 104-788, at 11 (1996).
"'See id at 12.
- 18 U.S.C. § 1831(a)(5) (Supp. 1999).
Id § 1831(b).
-Mk
§ 1832(a)(5).
5

Wd. § 1832(b).

-S. REP. No. 104-359, at 17 (1996).
1718 U.S.C. § 1835 (Supp. 1999).
"81
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Without this provision, Congress felt that the owners of trade secrets
would be wary of being forthcoming with prosecutors in discussing a
possible crime, for fear of further revealing their valuable information, and
hence, potentially destroying the trade secrets' worth." Notwithstanding
Congress's intent, courts can only protect trade secret documents to the
extent that the relevant rules of procedure allow.
IIl. ANALYSIS

In UnitedStates ofAmerica v. Kai-Lo Hsu,9 the Third Circuit Court

ofAppeals addressed confidentiality issues pertaining to the EEA of 1996,91

in connection with the defense of legal impossibility to the charge of attempt
or conspiracy to steal trade secrets.' The court found that the defense of
legal impossibility does not apply to the charge of attempt? or conspiracy to

misappropriate trade secrets under the EEA. 4 On remand, the district court
held that the defenses of entrapment and outrageous government conduct

also do not warrant the divulgence of trade secret information, nor were the
documents material to questions about chain of custody and document
integrity." In addition, the district court found that the quick disclosure of
the trade secret documents during the government sting operation did not
amount to a waiver of intellectual property rights in those documents.'
A. The FactualandProceduralBackgroimd

The United States brought an action against defendants Kai-Lo Hsu
and Chester Ho for violation of the EEA of 19960 The defendants had

HILR. REP. No. 104-788, at 13 (1996).
°155 F.3d 189 (3d Cir. 1998).
"M1at 197.
'Id at 191. The common lawdefense oflegal impossibility is only recognized in the Third
Circuit Court of Appeals. Id at 199.
NId at 202.
-Hsu, 155 F.3d at 203.
"United States v. Kai-Lo Hsu, 185 F.D. 192, 198-99 (E.D. Pa. 1999).
Ia
"United States v. Kai-Lo Hsu, 982 F. Supp. 1022,1023 (ED. Pa. 1997). The defendants
are charged under §§ 1831-1839 of the Act. Id A federal grand jury indicted defendants on
July 10, 1997, fortheirengagementinaconspiracytostealtradesecrets. Hs=, 155 F.3dat 191. The
grand jury returned the indictment and charged the defendants with wire fraud under 18 U.S.C.
§ 1343, general federal conspiracy under 18 U.S.C. § 371, foreign and interstate travel to facilitate
commercial bribery under 18 U.S.C. § 1952(aX3), aiding and abetting under 18 U.S.C. § 2, and two
counts undertheEEAwhich includes attemptedtheftand conspiracy to steal trade secrets, violating
18 U.S.C. § 1832 (a)(4)-(5). Hsu, 155 F.3d at 193.
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contacted a technological information broker 98 to obtain intelligence from
Bristol-Myers employees regarding the production and distribution of the
drug Taxol." The defendants were charged with attempted possession of a
trade secret, conspiracy to receive a trade secret, and unauthorized
conveyance of a trade secret under the EEA.ce
The government requested a protective order 1"' to safeguard the
disclosure of technology documents from Bristol-Myers Squibb that
contained unspecified trade secrets regarding the drug Taxol.' ° The
government argued that the defendants did not need to have the documents
disclosed because they were being charged with attempt to steal, as opposed
to actual theft under the EEA.1 3 The defendants, on the other hand,
requested a disclosure of the proposed confidential documents only to those
who would require use of the materials for defensive purposes.' °4
The government constructed four arguments to support its position." 5

First, the government contended that there was a legitimate interest in
protecting the confidentiality of trade secrets."c The court held that it could

not issue a protective order because this would relieve the government of its
burden to prove the existence of an actual trade secret'

°7

The court felt that

"The defendants were actually conversing with an undercover FBI agent. Hsu, 155 F.3d
at 192.
"raxol is an anti-cancer drug thatwas originally found in the bark ofthe Pacific Yew tree;
however, this tree is an endangered species and can no longer be used for this purpose. See
Mossinghoffet al., supra note 8, at 362. Thus, through research and development, Bristol-Myers
Squibb reproduced Taxol. ki This drug is regarded as an extremely valuable trade secreL Hsu, 155
F.3d at 192.
'Id at 193 (citing 8 U.S.C. § 1832(a)(4)-(5) (Supp. 1999)).
10118 U.S.C. § 1835 provides that "[i]n any prosecution or other proceeding under this
chapter, the court shall enter such orders and take such other action as may be necessary and
appropriate to preserve the confidentiality of trade secrets" 18 U.S.C. § 1835 (Supp. 1999).
'"Hsu,982F. Supp. at 1023-24. The government suggested thattheprotective order allow
in camera review of the documents and allow redactions to be made to those documents the court
determines are confidential. Id.
'"Id at 1024.
'"4Id at 1023. The defense suggested that the documents be exposed to people such as the
defendants' attorneys, protective witnesses, and outside experts. Those permitted to view the
documents would be required to sign an agreement that would bind them to the order. Id.
Additionally, any document thatwas disclosed would eitherbe filed under seal or given to the court

for an inspection in camera. Id.
105Id
°Hsu, 982 F. Supp. at 1023.
'd at 1024. The court stated that the defendants were charged with attempt and actual
theft of trade secrets under 18 U.S.C. § 1832(a) (Supp. 1999). Hsu, 982 F. Supp. at 1024.
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if the defendants were not given access to the technological documents, it
would impact their Constitutional right to cross-examination.'
Second, the government argued that the exposure of the trade secrets
would have been neither relevant nor material to the defense since they were
charged with attempt to misappropriate rather than actual theft of trade
secrets."° The court held that the defendants must be given the opportunity
to argue in full that the Taxol technology did not equate to a trade secret and
thus, they must have "at least those formulae and processes that the
Government will contend to the jury are 'trade secrets.""'"
Next, the government raised the specter of"graymail."' "Graymail"
is when the defense obtains confidential information and thereafter threatens
public disclosure unless the charges are dropped. Due to the protective order
proposed by the defendants, the court believed the danger of graymail was
lessened because if the protective order was violated, the individual would
have been subject to the contempt power of the court.11 2 The court
concluded the protective order the defendants suggested kept the exposure
of the documents limited to the parties involved, and thus satisfied the
protection demands of the government."1
Finally, the government claimed that the documents sought by the
defense were immaterial because even if these documents were blank, the
defendants could still have committed a crime."' In response, the
defendants raised the legal impossibility defense." 5 The court rejected the
defense based on a line of case law that does not allow this defense in a
crime of attempt" 6 and the legislative history of the EEA."7 Although the

' Hsu, 982 F. Supp. at 1025. The court stated that although § 1835 encourages protective
orders, the Constitution governs. Id.
1191d. at 1025.
1°IM The defense claimed that a large part of the Taxol technology is publicly available.
Id at 1026.
"'Hsu, 982 F. Supp. at 1026.
I'd The court finds that the language in the House Report describing the purpose of
§ 1835 states that Congress was trying to protect the disclosure of confidential documents from
"public" view. Therefore, the court believed it was comporting with the Congressional intent
because the documents were only being exposed to the parties involved in the case, not the public.
Id. at 1026-27.
"Id at 1027.
"lid This final argument by the government deals with the defense of legal impossibility.

The defense of legal impossibility is raised when, even if the defendants' acts were carried out as
intended, they would not have composed a crime. Id
"'Hsu, 982 F. Supp. at 1027.
116M at 1027-28. See also United States v. Duran, 884 F. Supp. 577, 581-82 (D.D.C.
1995) (stating that in order to find a defendant guilty of attempt, a substantial step had to have been
taken towards the commission of the crime).
"'Hsu, 982 F. Supp. at 1029.
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court rejected the defendants' claim of legal impossibility, it held that the
documents could have been reviewed due to the defendants' constitutional
rights1's
The district court denied the governments motion for a protective
order"' and embraced the protective order initiated by the defendant. 2 In
its final holding, the district court found that the existence of a trade secret
is an essential element to the crime of actual theft and the possible existence
of a trade secret is a question of fact that the defendants have the right to
have ajury decide.'
B. The ThirdCircuitDecision
At the outset of the case, the Third Circuit Court of Appeals stated
that the defendants were charged with attempt and conspiracy to steal trade
secrets and not actual theft of trade secrets, as the district court incorrectly
used as a basis for its decision." This court opined that it needed only to
"examine the defendants' entitlement to the information they sought to
defend against the attempt and conspiracy provisions of the EEA, rather than
the completed theft provisions." The court stated that it need not decide
the Constitutional rights of the defendant because the actual existence of a
trade secret was not an element of the crime; rather, only proof of attempt or
conspiracy with intent to steal a trade secret was to be analyzed." 2
The court held that legal impossibility is not a defense to the charge
of attempt"2 or conspiracy to misappropriate trade secrets under the EEA.'"

" 8ld.
9

" Id
12id

at 1024.
, Hsu, 982 F. Supp. at 1024. The court found the defendants were constitutionally entitled
to a fair trial consisting of cross-examination and thus the disclosure of the technology documents
of Bristol-Myers Squibb were essential. Hsu, 155 F.3d at 205.
reUnited States v. Kai-Lo Hsu, 155 F.3d 189, 194 (3d Cir. 1998).
Id at 197. The appellate court commented that the district court, in determining that the

defendants were entitled to access to the trade secrets, failed by not adequately addressing the
legislative concern in protecting the confidentiality of trade secrets. Id at 198.
41d. at 198. The defense argued that they are entitled
11
to access the technological
documents even if they are only charged with attempt and conspiracy. Id. at 199.
mhe elements necessary inthe crime of attempt are that the defendant (1)must have the
intent to commit a crime under the EEA and (2)take a "substantial step" toward the delegation of
that crime. Id. at 202.
wHsu, 155 F.3d at 202. Specifically, the court held this under 18 U.S.C. § 1832(a)(4).
Hsu, 155 F.3d at202. The court examined the history ofcase law covering the viability ofthe legal

impossibility defense. Id at 200-01. See United States v. Cicco, 10 F.3d 980 (3d Cir. 1993)
(discussing the offense of attempt as defined by common law); United States v. Everett, 700 F.2d
900, 909 (3d Cir. 1983) (finding that Congress did not intend to have the defense of legal
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The court examined case law and the legislative history ofthe Act in making
its decision on this matter.'2 7 The charge of attempt only requires the
government prove the defendant believed the documents contained trade
secrets.'28 It does not matter, in this case, whether or not the documents
actually contained trade secrets.' Therefore, the court concluded that the
a statutory or a Constitutional right to have these
defendants did not have
130
documents disclosed.
The court likewise concluded that legal impossibility is not a defense

to the charge of conspiracy. 3 ' It noted that "it is the conspiratorial
agreement itself, and not the underlying substantive acts, that forms the basis
for conspiracy charges."' 3' Additionally, the court found that the law of
3
conspiracy is intended to prevent criminal behavior from the outset.

1

Therefore, the defendants were not entitled to access the technological
documents to defend against the conspiracy charges. 3

It has thus been

determined that "[a] defendant can be convicted of attempt or conspiracy
1832(aX4) or (a)(5) even if his intended acts were
pursuant to... [sections]
3

legally impossible."

The defendants also argued that access to the documents is material
to the possible defenses of entrapment jurisdiction, outrageous government
conduct, and to the evidence that the government plans to introduce at

impossibility apply to the crime of attempt under the Drug Control Act; the court found that

Congress intended to eliminate the legal impossibility defense in stating that the Drug Control Act
was meant to be a comprehensive solution to narcotic problems); United States v. Berrigan, 482 F.2d
171 (3d Cir. 1973). The court also specifically considered the legislative history of the EEA and
concluded that "Congress did not intend to allow legal impossibility to be asserted as a defense to
attempt crimes created by its terms." Hsu, 155 F.3d at 200.

'12Hsu, 155 F.3d at 201-02 (finding the Senate Report speaks of the EEA as a
comprehensive law). Similarly, the House Report finds the EEA to be a comprehensive statute.
H.R.REI'.No. 104-788, at7 (1996). Therefore the gravamen of the legislative history suggests that
the EEA is to be a comprehensive solution to the problem of economic espionage that would be
fiustrated by the ability to assert the legal impossibility defense. Hsu, 155 F.3d at 201. The court
also considered the impact of allowing the legal impossibility defense in attempt cases under the
EEA. Id The court concluded allowing this defense would force officers of the law to use the
actual trade secrets in their undercover operations to assure convictions; thus, disclosing the secrets
the government is trying to keep confidential. Id.
"2S.REP.No. 104-359, at 16 (1996).

129d.
"'Hsu, 155 F.3d at 203.

M"Id The court once again examined case law and found that "the impossibility of
achieving the goal of a conspiracy is irrelevant to the crime itself." Id
mId See, e.g., United States v. elgin, 745 F2d 263,273 (3d Cir. 1984) (concluding that
the impossibility of the crime is not relevant to the guilt of the conspirators).
"'JHsu,155 F.3d at 203.
134d

"sId. at 204.
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trial. 36 The court stated that they would not, at that time, address these
defenses nor their relevancy to the disclosure of the trade secrets. 37 The
court reasoned that the defendant had not raised these defenses at the district
court level, and furthermore, the district court had not addressed these issues
in its opinion."3 Therefore, the court did not make a definitive ruling on the
issue of whether the examination of the additional defenses would cause the
disclosure of the redacted materials.'39 However, the court upon its own
vigor, stated that on remand it would expect "the district court to conduct an
in camera review to determine whether the documents have been properly
redacted to exclude only confidential information and to assess whether what
was redacted is 'material' to the defense."' 40 The court noted that section
1835 of the EEA would require the district court to value the weight and
materiality of the Bristol-Myers documents for the determination ofwhether
they are discoverable to the defendant. 4' The eventual resolution of these
issues was left to the district court if the defendants chose to once again raise
these arguments on remand. 2
Notwithstanding the unanswered defensive possibilities, this court
held that the Bristol-Myers documents are not material because proof of an
actual trade secret is not a necessary element to the charges of attempt or
conspiracy under the EEA. 4' Additionally, legal impossibility is not a
viable defense to the crimes charged and cannot be used by the defendant to
cause the disclosure of the trade secret documents." The Third Circuit
Court of Appeals reversed the district courts ruling and remanded the case
for further proceedings. 45

'MIThe court commented that they are weary of the materiality of these matters and the

relevancy that the admittance of the trade secrets would provide. Id
'"Hsu, 155 F.3d at 205.

mId The court noted that they were unable to offer direction to the parties regarding this

matter because they had not reviewed the redacted documents. Id The new arguments that the

defense raised will be resolved on remand when the court reviews the defenses in connection with
the technology documents. Id
139Id

14Id at 205.
14'Hsu, 155 F.3dat205. 18 U.S.C. § 1835 states in pertinent part that the court "shall enter
such orders and take such other action as may be necessary and appropriate to preserve the
confidentiality of trade secrets, consistent with the requirements of the Federal Rules of Criminal
and Civil Procedure, the Federal Rules of Evidence, and all other applicable laws." 18 U.S.C.
§ 1835 (Supp. 1999). Rule 16 (a)(1)(C) of the Federal Rules of Criminal Procedure allows
defendants to obtain documents that are material to their defense or that are intended for use by the

government in court. Hsu, 155 F.3d at 205.
155 F.3d at 205.
"'Hsu,
'43 d. at 204.
'"Id
1451d at 205.
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C. Remand
The United States District Court for the Third Circuit of Pennsylvania,
upon remand, had been given the responsibility to examine whether the
redacted documents contained only confidential information and whether the
trade secret documents were material to the defenses raised by the
defendant." Both parties drafted a timetable for purposes of handling the
pretrial motions and trial. The district court held an in camerareview of the
unredacted and redacted documents. 47 During that review, the court
concluded that it was unable to determine whether the documents "had been
properly redacted to exclude only trade secret information."1 8 Hence, the
court retained the help of a "technical advisor.""'
Based on the consultations and the report by the "technical advisor,"
as well as its own independent evaluation of the documents and the
memoranda of the parties, the district court felt prepared to rule on the
remanded issues!" ° The defendant, Hsu, made four arguments as to why the
redacted information was "material" to his defense."' First, Hsu argued that
the redacted documents were pertinent to the entrapment 2 and outrageous
government conduct defense. The court rejected Hsu's argument, stating
that the information contained in the documents was not necessary to
establish the defenses.'"
Second, Hsu argued that the government waived the confidentiality
of those documents by revealing the contents of those documents during the
'"United States v. Kai-Lo Hsu, 185 F.R.D. 192, 193 (E.D. Pa. 1999).
1471d

at 196.

HId. The government hired Dr. Kenneth Snader, a scientist at the National Cancer
Institute, who had a strong background in Taxol-related science. Dr. Snader reviewed both the
redacted and unredacted documents, and concluded that 10 pages out ofthe 303 that the government
had previously classified as redacted should be unredacted. Id. at 200.
"-Hsu,185 F.,.D. at 197.
SId. at 198-99. The defendant relies on Federal Rule of Criminal Procedure 16, that
requires the government to give the defendant, upon his request, documents that are "material" to
the defendant's defense or which the government intends to use attrial in its case in chieE FED. R.
CRaM. P. 16(a)(1)(c).
'-Hsu, 185 FJ).at 198. For the defendant to raise an entrapment defense, he must show
that he did not have a tendency to commit the crime and the government induced him to commit the
crime. Id at 198 n.17 (citing United States v. Wright, 921 F.2d 42, 44 (3d Cir. 1990)).
WId at 198. For the defendantto raise the defense of outrageous government conduct, he

must show that the conduct ofthe government was "shocking, outrageous, and clearly intolerable."
Id. at 198 n.17 (citing United States v. Nolan-Cooper, 155 F.3d 221 (3d Cir. 1998)).
"AId at 198 n.19. The court analogized the argument raised by Hsu to a defendant in a
drug conspiracy case wanting to inspect the drugs that were used by the government in its sting
operation. The nature of the goods used by the government in the sting operation are irrelevant for
these defenses. Id (citing Hsu, 155 F.3d at 204).
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sting operation.'55 The court held that by revealing "three hundred and three
pages of highly technical documents during a one hour and forty minute
Government sting operation," the defendants did waive the pharmaceutical
company's intellectual property rights to the documents."5 6 The court
reasoned that the government was aware that those viewing the documents
were soon to57be arrested and attractive bait was needed for the sting to be
successful.1
Third, Hsu argued that to disprove the "substantial step" element of
the charge of attempt and the requisite mens rea of the EEA charges, the
redacted documents must be disclosed." 8 This argument was raised in Hsu's
appeal where the appellate court rejected the defendant's argument, as did
the district court. 59
Lastly, Hsu argued that the documents should be disclosed due to
chain of custody and integrity questions."6 Hsu argued that it was not
known who held the documents from the time of the sting operation until
they were revealed to the court.' The court rejected Hsu's argument
because it "fail[ed] to see how Hsu's review of a complete and unredacted
version of the June 14th documents is relevant to concerns about authenticity
and the chain of custody." 62 The court stated that it is not necessary for the
defense to view the documents in order to determine these issues."
Hsu next argued that a considerable amount of the Taxol technology
is no longer confidential information and therefore the documents used in
the sting operation should not be withheld.'" The court responded by
examining Dr. Snader's report." 5 Dr. Snader's report revealed ten pages of
redacted information that did not constitute a "trade secret," as defined by
the EEA,' 6 and held the ten pages should not have been redacted." 7

155M at 199.
'-Hsu, 185 F.R.D. at 199.

1"Id The court looked to the intent of Congress in drafing the EEA and determined that
trade secret protection are not waived in the above situation.

'91d The court of appeals reasoned that the charges of attempt and conspiracy do not
require showing that the documents in question actually contained trade secrets. See Hsu v.United
States, 155 F.3d 189, 204 (3d Cir. 1998).
'-Hsu, 185 F.R.D. at 199.
162Id

62

1

Id

'-Hsu, 185 F.R.D. at 199-200.
'Id. at 200.
166Id

"Id The ruling by the court leaves a substantial portion of the June 14th documents in a
redacted form.
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The court lastly examined various supplemental confidentiality
arguments raised by the defendant and offered dicta as to these issues.'"
Hsu argued that the government failed to conduct an independent review of
the redacted materials."6 The court found that the government should have
conducted an independent review of the June 14th documents rather than
have a representative from Bristol-Myers Squibb address the confidentiality
of the redacted portions of the documents. 70 Here, the court obtained the
assistance of Dr. Snader and conducted an independent review of the
redacted portion of the documents. 1 ' Therefore, the neglect of the
government did not have an effect on this issue.
Hsu also argued that Bristol-Myers Squibb did not provide a thorough
explanation of the specific redactions that it made to the June 14th
documents pursuant to its instructions by the court.' 2 The court found that
although it was the instruction, the evaluation of the redacted materials does
not have to provide an explanation for each particular redaction.' " The
court reasoned that to comport with this instruction would force the
divulgence ofthe trade secret information the government seeks to protect.' 74
At last, Hsu argued that Bristol-Myers Squibb filed patent
applications on the Taxol technology and a substantial portion of the
June 14th documents pre-dated the filing of these applications." Thus, the
information contained in the June 14th documents was not protected as a
trade secret.'76
The court responded by stating that it was a criminal, not civil, case
and the validity of the patents released by Bristol-Myers Squibb was not at
issue.1" Additionally, the court explained that "patent laws do not mandate
that once a patent application is filed and approved, the inventor must open
his files and fully disclose all of the technical and financial information ever
created on the invention."'7 The court found that but for the ten pages

6'Hsu, 185 F.R.D. at 201.
69

1 1d
170
1d
71

at 194,201.
1d. at 201.
1-SeeHsu, 185 Fl,). at202. The courtinstructed the governmentto provide explanations
for specific redactions made to the June 14th documents.
"'I

at 201.

Id The court rationalized that to provide these descriptions would hamper time, effort,
and the confidentiality
of the trade secret documents.
7
1 Sld
7

' fHsU, 185 F.R.D. at 201.
rind

'Mil The courtnotedthattrade secretpotectionis no longergiven to information revealed
though a patent.
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unredacted by Dr. Snader, the redacted portion of the June 14th documents
contained trade secrets within the meaning of the EEA' 79
As a result, the court rejected Hsu's request for full divulgence of the
trade secret documents or, in the alternative, a protective order that would
limit exposure of the unredacted documents to defense counsel and their
experts.Y The court held that the government shall provide the defendant
with the ten pages in their entirety that Dr. Snader found to be unredacted,
along with a copy of the redacted June 14th documents."'
IV. EVALUATION

In a partial victory for the United States and ultimately for corporate
America, the United States v. Kai-Lo Hsu opinions" maintained the
confidentiality of documents that contained trade secrets and consequently
preserved the use and effectiveness ofthe EEA. The court's ruling, however,
was limited in preventing the exposure of trade secret documents to when
the defendant has been charged (under the EEA) with attempt or conspiracy
to steal trade secrets." Although the district court resolved a number of
issues pertaining to this matter,' the court left open many gaps that will
need to be addressed in future litigation. Furthermore, the courfs ruling was
not comprehensive in recognizing and evaluating all the possible disputable
aspects of the Act, and the resounding effects they may have on corporate
America.
The discovery issues surrounding whether or not trade secret
documents could be exposed to the defense team, and quite possibly the
world, are of great importance. Corporations spend millions of dollars in
research and development in order to remain or move ahead in their fields.
If there is a tremendous chance that a highly valuable piece of information
will end up in the wrong hands, the possibility that trade secret owners will
resort to the federal government when faced with a theft will be extremely
slight. Thus, the resolution of the possible discovery issues under the EEA,
carry great weight in the continued use of the Act. This section will examine
the issues that the court confronted and the possible implications on future
litigation that could arise from the court's ruling.

179Md at 202.
IWOHsu, 185 F.R.D. at 202.
"8id.
"United States v. Kai-Lo Hsu, 155 F.3d 189,205 (3d Cir. 1998); United States v. Kai-Lo
Hsu, 185 F.R.D. 192, 202 (E.D. Pa. 1999).
103Hsu, 155 F.3d at 204.
"BSeesupranotes 146-81 and accompanying text.
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A. UnfinishedBusiness
Immediately upon evaluation, the court stressed that it was limiting
its analysis and ruling to the defendants' charge of attempt and conspiracy to
misappropriate trade secrets."' The court declined to discuss the
implications" ifthe defendant was charged with actual theft oftrade secrets,
as the district court handling the original matter incorrectly presumed"' and
ruled upon." The appellate court stated that if the defendant was charged
with the offense of actual theft, "other elements of the offense... may differ
significantly."'8 This statement indicates that if a defendant is charged with
attempt, the elements may change as well as the final decision."
According to section 1835, when confidentiality issues are of concern,
a court must act accordingly to preserve the trade secret as well as comply
with the Federal Rules of Criminal and Civil Procedure and the Federal
Rules of Evidence. 91 The appellate court noted that this confidentiality
provision attempts to balance the protection of the trade secret information
along with the considerations and rules inherent in criminal prosecutions.1"
The appellate court escaped analysis and resolution of this provision by
ruling that the defendants cannot use a legal impossibility defense in relation
to those charges, because the existence ofa trade secret is not pertinent to the
offenses of attempt and conspiracy."e3 Likewise, the district court held the
defenses of entrapment and outrageous government conduct did not call for
the determination of whether the June 14th documents actually contained
trade secrets."94 The court stated, however, that Federal Criminal Procedure
Rule 16(a)(1)(C) would allow the defendant to obtain documents that the
government possesses, if the government intends to use them as part of its
evidence in chief or if the documents are "material" to the arrangement of the
defendanfs defense."9 This suggests that ifthe government were to use the
trade secret documents as part of its evidence in chief, the defendant would

'-Hsu, 155 F.3d at 194.
IM at 198. If the substantive offense of theft of a trade secret was at issue, the court
would have to analyze and discuss the Constitutional rights of the defendant - namely, the
defendants' Fifth and Sixth Amendment rights to due process and a fair trial, respectively. Id.
'See United States v. Kai-Lo Hsu, 982 F. Supp. 1022 (E.D. Pa. 1997).
'-Hsu, 155 F.3d at 198.
'91d at 199 n.15.
'9IM at 198.
19118 U.S.C. § 1835 (Supp. 1999).
1
1Hsu, 155 F.3d, at 197.
93
1 Id at 198 n.15.
194
Hsu, 185 F.R.D. at 198.
1"Id at 197.

DELAWARE JOURNAL OF CORPORATE LAW

[Vol. 25

then have a right to acquire and review these documents. Additionally, ifthe
documents are found to be "material" to the defense, the defendant again
would have the right to inspect the trade secret documents.
The appellate court suggested that if a defendant were charged with
the completed offense of misappropriation of a trade secret, the defense of
legal impossibility could then become applicable. " The court proposed that
"[i]f the defense of legal impossibility is viable - that is, if the defendants
are not guilty of attempt if the material is not truly a trade secret - then it
could matter, and the defendants' constitutional or statutory rights could be
implicated." '97 This defense would allow the defendant access to the
proposed trade secret because, if a trade secret does not exist, it would
therefore be legally impossible for the defendant to have stolen it.
The appeals court also indicated that the crimes of attempt and
conspiracy do not require that the existence of an actual trade secret be
proven, but rather only require that the attempt or conspiracy be done with
intent to steal a trade secret"i The court also noted that when a defendant
is charged with the theft of a trade secret, the court's analysis should focus
on factual questions pertaining to the actual existence of a trade secret.'"
The court instructed that when the actual existence of a trade secret is to be
determined (as in the case of an actual theft) the care the trade secret owner
undertook, as well as the accessibility of the trade secret to the public, are of
utmost importance.2'e When the defendant is charged with actual theft, the
trade secret in question must be shown to be an actual "trade secret" as
prescribed by section 1839 of the Act.2 '1 The court raised the issue as to
whether the information contained in the trade secret itself is material to the
proof of the existence of a trade secret, 2 because the statute, in defining a
trade secret, only requires that the owner take reasonable steps to ensure the
secrecy of the item and that the item not be attainable by the general public.
It comes to reason that the information or formula contained in the trade
secret is not important to the proof of its existence. It can be argued that it
need only be proven that the owner did or did not take "reasonable
19

6Hsu, 155 F.3d at 198.

'Id (emphasis added).
19Id.
'99d.

at 198 n.15.

-nHsu,155 F.3d at 198 n.15. Both of these inquisitions are a result of the EEA itself. The
definition ofa trade secret, under the EEA, contains two requirements, one being that the owner of
the trade secret take "reasonable measures" to make sure that the information remains secret. 18
U.S.C. § 1839(3)(A) (Supp. 1999). The second requirement of this provision states that the
information must educe economic value and must notbe generally known to or ascertainable by the
public. Id § 1839(3)(B).
2118 U.S.C. § 1839 (3)(A)-(B) (Supp. 1999).
-2 Hsu, 155 F.3d at 198.
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measure[s]," the trade secret brought the owner economic gain and the
public did not have access to it?'u This analysis can prove favorable to the
government and thus the trade secret owner if, in fact, a defendant is charged
with actual theft and requests the disclosure of the trade secrets.
Finally, on remand, the district court examined other issues that the
court of appeals resolved not to answer. The defendant claimed the trade
secret documents were material to other defenses such as entrapment and
outrageous government conduct.2' The court found that the documents
were not needed to raise these defenses.20 5 Notably, the court also rejected
the argument raised by the defendant that the documents were needed to
resolve questions regarding chain of custody and integrity.' The court held
that the defendant failed to show that the documents were a "material" part
of his defense, and in addition, the documents did in fact contain trade
secrets as defined under the EEA. It can be inferred that a defendant may
be able to prove trade secret documents are "material" to his defense. Ifthat
is so, it may not be necessary for a defendant to be charged with actual theft
of trade secrets if he can prove that the documents are "material" to his
defense.
The resolution of the issues that the court left unanswered will
become the basis for the furtherance or failure of the EEA as a whole. As
mentioned, trade secret owners are not likely to risk the disclosure of their
information, and hence will not employ the use of the EEA if they will be
forced into divulging their trade secrets. The Act itself, as well as its
provisions, are subject to further rigorous review by both legal representation
and the courts. Current and prospective trade secret owners should keep
apprised of the continued development of the EEA.
V. CONCLUSION

In United States v. Kai-Lo Hsu, the court opened the door to the
evaluation and application of the EEA. In doing so, an important first step
was taken to presently assure the use and effectiveness of the EEA. The
court's ruling was in favor of the government and helpful to corporate
America. By its ruling, the court has enforced the confidentiality of trade
secrets and eliminated their disclosure in certain instances. This ruling has
not covered all of the holes that the EEA has left open.

2018 U.S.C. § 1839 (3)(A)-(B) (Supp. 1999).
2-Hsu, 155 F.3d at 204.
-United States v. Kai-Lo Hsu, 185 F.R.D. 192,202 (E.D. Pa. 1999).
Mid at 199.
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Trade secret owners can find solace in this court's ruling; however,
they must be aware that this ruling is limited. There is still much to be
tackled regarding the EEA in general and confidentiality concerns
specifically. Attorneys and trade secret owners have to recognize the
possible dangers in prosecuting under the EEA when the facts of their cases
lead to the inferences made by the court in these rulings.
Allyson A. McKenzie

